CASE STUDY

How Blue Prism cultivates
world-class secure developers

Blue Prism is the global leader in intelligent automation for the enterprise;
an exciting tech company creating cutting-edge software and tools that
help organizations stay agile, efficient and competitive. For two decades,
they've ensured that some of the world's best and most groundbreaking
companies can innovate at speed while helping them meet global and
business challenges. Now Blue Prism is rapidly maturing into the next phase
of its operations.

Maria Morris, a senior application security engineer at Blue Prism, is
working on the front lines to maintain their enviable, first-class security
program. Her dedication to upholding a strong culture of security best
practices, cross-functional collaboration, and awareness, is central to the
efficient deployment of secure software within the organization. As part
of her initiatives, Maria sought a hands-on training solution that could
continue to inspire the development cohort to build on their security
awareness and secure coding skills, using real-world code.
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Blue Prism lives and breathes its customers’
success. With a strong focus on security as well
as cutting-edge Al-infused robotic process

automation (RPA), it's no wonder that so many ‘one of the tOp three things
enterprises in the Global 2000 rely on their — .
products and services. Of course, this trust fhatpeople want-to.discuss.
comes with great responsibility, and the need for With every decision, we ash

security to be at the forefront of every process
and decision is a must.

With the need to ensure regulatory security more secure?’ It's alws
compliance with legislation such as PCI-DSS, \
HIPAA, FISMA, and FIPS, being able to mitigate at,the forefro t Of t!,e B
against the common, yet potent vulnerabilities mind becaus ecur’ty Is
featured in the OWASP Top 10, and the SANS important, as ould be, 4
Top 25 Most Dangerous Software Weaknesses says Maria.

(CWE) is essential. To do this effectively, they
need to empower their security-skilled

Maria and her team advocate the ‘shift left’ approach to software security, prioritizing it early on in each
stage of the software development lifecycle:

“If you start secure, you don't have to ‘become’ secure - the latter is a lot harder to achieve. It reduces
developer workload and work time. It reduces the risk of revisiting issues and trying to put in place a fix when
the software is already live in people's environments. Doing it right the first time is key”, says Maria.

Her development cohort is hand-picked for their interest in security, and Blue Prism's burgeoning security
culture helps their security skills to thrive. She was able to use Secure Code Warrior’s Learning Platform to
help benchmark and reinforce existing skills, build upon prior knowledge and experience and get hands-on
with security challenges in the code that is familiar to them:

“The developers liked Secure Code Warrior instantly - there’s been no friction
getting them to want to be involved, to use and engage with the platform”,
says Maria. “It was a great way of re-enforcing the knowledge they already
had, while allowing them to learn new things.”

Blue Prism takes their learning to the next level by utilizing the Courses feature as well, allowing Maria to
create curated, precision pathways for her developers that align with strategy and help achieve security goals
in the business.

"The developers actually like my courses, which is nice. | try to make them very specific to current projects.
We've got the ‘sensitive data handling’ course, for example. | make the material highly relevant. | use videos
as a recap, and then set exercises about it, followed by an assessment at the end. The developers like that

approach because they have limited time. They want something tangible to feel like they've accomplished

something great”, says Maria.
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THE RESULT

The team at Blue Prism rolled out effective, engaging
training and courses for their development cohort to
hone the skills that support their best-in-class security
program. Their highly positive approach to security made
Secure Code Warrior a great fit for their organization,
solidifying the training that is so crucial to achieving
regulatory compliance, and scaling security at speed
across the many products and services that power some
of the world’s biggest companies.

Maria's use of curated learning pathways is in complete
contrast to generic, one-off training so often seen at
other companies. This allows her to scale the education
part of her security strategy to great effect, highlighting
further Blue Prism’s dedication to quality and customer-
first initiatives.

"We're really lucky because our developers believe in

the tech excellence philosophy as well. They don't want
just to meet what's on the paper. They want to do what's
right. They want to know that our product is secure and
they want to be assured that if anything happens, it's not
going to be because Blue Prism was that single point

of failure. It's this belief in the product that makes the
difference”, says Maria.

METRICS

A total of

224

challenges have been played.

Developers have consistently
spent an average of about

2.5 hrs

per month upskilling

A total of

139 hrs

have been spent just on Courses
over 6 months (Dec 20 - April 21).

A total of

35.5 hrs

have been spent on Assessments
over 6 months (Dec 20 - April 21).

"Thanks for setting it up! It was really, really good. Hard to tell
what it will be like until you actually get stuck in and do it. But it's
a great way of learning. | generally know all the theory but being
given working code to try it out on is really effective.”

Ben, Blue Prism developer, feedback after a tournament

Maria’s use of curated learning
pathways is in complete contrast
to generic, one-off training so
often'seen at other companies.
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FAST FACTS

Maria is able to quickly engage her cohort utilizing

highly specific, curated course content through the
Secure Code Warrior Courses module, enabling her

team to quickly upskill in highly relevant areas.

The dynamic, hands-on training facilitates meaningful
compliance and secure coding standards, adhering to
Blue Prism’s tech excellence initiatives, going far beyond
tick-the-box exercises that don’t deliver results or
reduce risk.

ABOUT BLUE PRISM

Blue Prism is the global leader in intelligent automation for the
enterprise, transforming the way work is done. At Blue Prism, we have
users in over 170 countries in more than 2,000 businesses, including
Global 2000 and public sector organizations, that are creating value
with new ways of working, unlocking efficiencies, and returning
millions of hours of work back into their businesses. Our digital
workforce is smart, secure, scalable and accessible to all; freeing up
humans to re-imagine work.

m , www.blueprism.com

info@securecodewarrior.com

ABOUT SECURE CODE WARRIOR

Secure Code Warrior is the developer-chosen solution for growing
powerful secure coding skills. By making security a positive and
engaging experience, our human-led approach uncovers the secure
developer inside every coder, helping development teams ship
quality code faster.

Through inspiring a global community of security-conscious
developers to embrace a preventative secure coding approach, our
mission is to pioneer a people-first solution to security upskilling,
stamping out poor coding patterns for good.
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